THOUGHT LEADERSHIP

Finding Signal in the Noise

Why the next decade of financial crime prevention will be won by judgement, not
volume

By Oonagh van den Berg — Founder & CEOQO, Virtual Risk Solutions

What if almost everything we have been doing for the past twenty years has been the
wrong thing?

It is an uncomfortable question, and deliberately so. For two decades, our profession has become
extraordinarily good at measuring activity. We count the alerts generated and the suspicious
activity reports filed. We count policies reviewed, training completion rates, committee meetings
held, controls tested and findings closed. We have built entire compliance functions around the
evidence that all of this is happening — and happening on time.

And yet the one number that should matter most has barely moved. The United Nations Office on
Drugs and Crime estimates that somewhere between 2% and 5% of global GDP — as much as
two trillion US dollars a year — is laundered through the financial system. Of that, less than 1%
is ever seized or frozen. One veteran financial crime expert put it more starkly still: on those
figures, enforcement fails 99.9% of the time. Total failure, he observed, is just a decimal point
away.

We are not short of effort. We are not short of spend. We are, arguably, measuring the wrong
things.

This is the case | want to make: activity does not equal effectiveness — and the future of
financial crime prevention belongs not to the organisations that produce the most compliance, but
to those that can consistently find the signal hidden within the noise.

Compliance theatre

| use a phrase to describe what happens when the gap between the two opens up: compliance
theatre. It is what occurs when an organisation becomes exceptional at demonstrating compliance
without ever becoming better at reducing risk.

Let me be clear about what | am not saying. | am not saying policies are unnecessary, that
governance does not matter, or that training is unimportant. They are all essential. The problem
begins the moment we mistake activity for effectiveness.

Consider what we celebrate: 100% mandatory training completion; policies refreshed on
schedule; green dashboards; governance committees that convene every month; alert volumes
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processed; control testing closed on time. All of it has its place. But here is the uncomfortable
truth. Criminals do not care.

No money launderer has ever abandoned a scheme because a compliance team updated its
financial crime policy last week. They do not care how many committees you held or whether your
dashboard is green. They care about one thing — where. Where are the weaknesses? Where
are the gaps between functions? Where is accountability unclear, the data poor, the governance
slow? That is where they operate.

On the stage, everything looks polished: the reports read well, the metrics are green, the
governance appears strong. Behind the curtain, the real vulnerabilities remain untouched.
Appearing compliant and reducing risk are simply not the same thing. One demonstrates activity.
The other prevents harm.

This is not hypothetical. Think of the largest financial crime failures of the past decade. Almost
every one of those institutions had a mature compliance programme — policies, committees,
training, audits, monitoring. Their failure was rarely an absence of documentation. It was that the
controls did not operate effectively where the real risk lived. The appearance of compliance did
not translate into the prevention of crime.

Compliance should never become a performance staged for regulators. It
should be a system that makes it genuinely harder for criminals to succeed.

Criminals think like systems. We organise like silos.

The deepest structural problem we face is not a shortage of regulation, technology or effort. It is
the way we have organised ourselves.

Most institutions are built as specialist functions: AML here, fraud there, then cyber, sanctions,
payments, data governance, conduct. Each has its own objectives, systems, reporting lines,
committees and technology. That specialisation has bought us genuine expertise — but it has
also bought us fragmentation.

Now consider how criminals operate. They do not wake up and decide to commit “AML”, or “fraud”,
or “cyber”. They have a simple objective — move the money, steal the credentials, exploit the
payment, hide the beneficial owner, evade the sanction — and they will use every tool available
to achieve it.

A phishing email becomes an account takeover. The compromised account becomes a mule. The
funds move through faster payments, convert into crypto, cross several jurisdictions, layer through
shell companies, and eventually re-enter the legitimate system. To us, that is six different
departments. To the criminal, it is one seamless journey.

And that is precisely why they succeed — not because our individual controls are weak, but
because they exploit the spaces between them. The hand-offs. The data gaps. The ownership
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gaps. The quiet assumption that someone else is responsible. No single team ever sees the whole
picture. The criminal always does.

Criminals don'’t attack departments. They exploit systems. Our response has
to be equally connected.

Drowning in data, starved of insight

There is a paradox at the heart of modern compliance. One of our biggest challenges is no longer
a lack of information. It is having too much of it. More alerts. More reports. More dashboards.
More management information. None of it is bad in itself — but beyond a certain point, activity
begins to create the illusion of control, and we become overwhelmed by noise.

Signal is something different. Signal is the information that genuinely changes a decision — the
intelligence that identifies the highest-risk customer, the emerging typology that was invisible
yesterday, the recognition that ten thousand alerts may contain only ten that truly matter. Signal
helps us focus. Noise simply keeps us busy.

| often ask compliance teams a deliberately provocative question: if | removed half of your
dashboards tomorrow, would your organisation actually become less effective — or would people
simply spend less time building and reading reports? Over the years | have reviewed countless
board packs running to hundreds of pages, dense with charts and metrics. Yet when | asked a
single question — what are the three biggest financial crime risks keeping you awake at night?
— the answer was rarely obvious. We had abundant data and nowhere near enough insight.

The future belongs to organisations that become exceptional at filtering: filtering data, risk,
priorities and intelligence. Not because they hold less information than their competitors, but
because they know what deserves attention. The real competitive advantage was never having
more data than everyone else. It is being able to consistently find the signal hidden inside the
noise.

This is not a fringe view. In June 2026, the Wolfsberg Group — the twelve global banks whose
standards shape correspondent banking worldwide — published updated guidance on the risk-
based approach built on three words: proportionality, prioritisation and effectiveness. It urges
institutions to direct attention and resources towards the highest-priority risks while stopping,
reducing or redesigning activities that are redundant, duplicative or do not materially strengthen
the fight against financial crime. It calls explicitly for a move beyond tick-box compliance.

When we try to do everything, we do nothing at all. A focus on everything is a
focus on nothing.
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Better questions, not more activity

If there is one shift | would ask every leader to make, it is in the questions we ask. Instead of
asking “did monitoring happen?”, we should ask “did monitoring reduce risk?” — because
monitoring only has value if it changes an outcome.

Instead of asking whether the governance papers were approved on time, we should ask the only
question the criminal cares about: if the person targeting your organisation tomorrow used today’s
methods, would your control framework actually stop them?

| have worked with organisations that documented and tested thousands of controls every year.
When we mapped those controls against the actual financial crime risks, it became clear that
many were low-value activity, while a mere handful of critical controls determined whether the
programme worked at all. Effectiveness is not about the quantity of controls. It is about whether
the right controls work at the right time.

That is the shift: from proving that work happened to proving that the work made a difference.
Effectiveness is not another regulatory requirement to be added to the pile. It is a mindset —
asking whether our programmes genuinely make crime harder to commit, or whether they simply
make us feel more comfortable.

Five shifts every organisation needs

If everything here could be reduced to a single page, it would be this. The future of financial crime
prevention does not ask us to work harder. It asks us to think differently.

The shift Why it matters

Compliance — “Are we compliant?” and “are we effective?” are not the same
Effectiveness question. One measures whether we followed the process; the
other, whether we actually reduced risk.

Rules — Intelligence Rules tell us what should happen. Intelligence tells us what is
actually happening — giving context, surfacing emerging threats
and helping us prioritise. Criminals evolve far faster than

rulebooks.
Silos — Connected Too many institutions still run AML, fraud, cyber, payments and
controls sanctions as separate disciplines. Criminals exploit the

connections, so our data, intelligence and ownership must
connect too.

Reactive — Predictive Compliance has long looked backwards — what happened, who
breached policy, which alert was missed. Prevention must look
forward to where the next threat is emerging.

Data — Decision We have spent years building data platforms. Now we need
intelligence decision platforms — because data does not protect
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The shift Why it matters

organisations. People do, and good intelligence helps them
decide better and faster.

Look closely and these are not a technology roadmap or another transformation programme. They
are a leadership agenda. Every one of them requires leaders to ask different questions, challenge
assumptions, measure different outcomes and ultimately redefine what success in compliance
looks like. The organisations that make these shifts first will define the next decade.

Al will not solve bad governance

Whenever | speak about artificial intelligence, the same question follows: will Al solve financial
crime? My answer is always the same. No.

Al is a genuinely powerful capability. It can identify patterns across enormous volumes of data,
surface anomalies a human might miss, prioritise alerts so investigators focus on higher-risk
activity, and automate the repetitive work that drains a team’s judgement. Used well, it makes
compliance faster, more consistent and more scalable. Those opportunities are real, and | am
firmly in favour of pursuing them.

But there are things Al simply cannot do. It cannot create accountability. It cannot repair poor-
quality data. And it certainly cannot fix weak governance. If your policies are unclear, your
ownership fragmented, your data incomplete and no one quite sure who decides — Al will not
solve those problems. In many cases it will amplify them.

With strong governance beneath it, Al makes you significantly more effective.
With weak governance beneath it, Al simply helps you make poor decisions
faster.

So the question is no longer “how do we deploy Al?” but “how do we govern it?” The competitive
advantage is not having Al. It is having Al that people can trust. In the years ahead, regulators
will not be satisfied to ask whether you are using Al. They will ask whether you can demonstrate
that it is governed, explainable and accountable. Those are governance questions, not technology
questions — and technology does not create trust. Good governance does. Al merely scales
whatever governance already exists.

From compliance manager to strategic risk leader

If all of this is true, then the role of the compliance professional is changing fundamentally. When
| began my career, being excellent at this job meant knowing the rules — understanding
regulation, writing policy, monitoring compliance. Those sKkills still matter. They are no longer
enough.
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The leaders who will define the next decade will understand data — not because they must
become data scientists, but because they need to ask sharper questions about data quality,
lineage and the evidence behind a decision. They will understand technology, because it is now
embedded in almost every control. They will understand governance, because governance
creates the trust that boards, regulators and customers ultimately expect. They will understand
behaviour, because most financial crime is not only a systems problem but a human one —
culture, incentives, decision-making and leadership shape whether controls succeed or fail. And
they will understand the business, because compliance can no longer sit on the sidelines; the
best leaders do not merely identify risk, they help the organisation pursue its objectives safely.

That is the real transformation in our profession: we are moving from compliance managers to
strategic risk leaders. Our value will no longer be measured by the number of policies we own or
the reviews we complete, but by something simpler — did we help the organisation make better
decisions, did we strengthen resilience, did we reduce financial crime? That, in the end, is why
our profession exists.

So | would gently challenge a habit. How many of us still introduce ourselves as “the compliance
person”? You are not here to enforce rules. You are here to help your organisation make better
decisions under uncertainty — a far more strategic role, and a far more valuable one. Across a
career spent as a lawyer, an MLRO, a chief compliance officer, an adviser and now a consultant,
the moments where compliance added the most value were never when we produced another
policy. They were when we helped the business make a better decision.

The signal in the noise

Let me return to where | began. | was not suggesting that compliance does not matter.
Compliance is essential. Good governance is essential. Strong controls, sound technology and
well-governed Al are all essential. But none of them is the objective. They are the means to an
end. The objective has never changed: to make it harder for criminals to succeed, to protect
customers and organisations, and to protect the integrity of the financial system itself.

The organisations that succeed over the next decade will not necessarily be those with the largest
teams, the biggest technology budgets, the most dashboards or even the greatest number of
controls. They will be the ones that ask better questions, make better decisions and focus
relentlessly on outcomes rather than activity. They will be the ones that learn to distinguish what
truly matters from everything that simply creates noise.

Because in an age of artificial intelligence, infinite data, digital assets and increasingly
sophisticated criminal networks, the greatest competitive advantage will not be information. It will
be judgement — the ability to identify meaningful intelligence, to act decisively, and to lead with
confidence.
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The organisations that win the fight against financial crime won’t be those
with the most controls. They'll be the ones that consistently find the signal
hidden within the noise.

Sources & anchors

The Wolfsberg Group, Guidance on the Risk-Based Approach (proportionality, prioritisation and effectiveness), published 23
June 2026. UNODC, Estimating lllicit Financial Flows Resulting from Drug Trafficking and Other Transnational Organized
Crime — estimating 2—5% of global GDP laundered annually, with less than 1% of illicit flows seized or frozen. Figures cited
illustratively to anchor the argument; institutions should refer to primary sources for current data.

Oonagh van den Berg « Virtual Risk Solutions Finding Signal in the Noise | 7



